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1. Introduction
1.1 Overview
The Certification Package Document is required for those Organizations applying for the Third-Party Assessed tier of the O-TTPS Certification Program. Although completion of the Certification Package Document is not required for the Self-Assessed tier, it could be helpful for organizations applying for Self-Assessed to use this document as guidance and for record keeping when doing their self-assessment.
The Certification Package Document comprises the following:

1. The Selected Representative Products table, which is taken from Appendix B of the Implementation Selection Criteria Application (ISCA) Document
2. The Scope of Certification, which is taken from Section 2.1 of the ISCA Document, as aligned with the Conformance Statement.

3. The Attribute to Process Mapping table, which is taken from Appendix A of the ISCA Document.

4. The Evidence of Conformance tables, where the Applicant provides pointers to the Evidence of Conformance submitted for each of the O-TTPS Requirements, and which the Assessor uses to record their findings. See the O-TTPS Assessment Procedures.

5. The Assessment Report Template to be completed by the Assessor prior to submission to the Certification Authority.
1.2 Terminology

Refer to the Terminology section in the O-TTPS Certification Policy.
1.3 Confidentiality

Once completed this document is confidential between the Organization, the Assessor, and the Certification Authority.

1.4 Referenced Documents

The following documents are referenced within this document:

· Conformance Requirements
· Certification Policy

· Assessment Procedures

· Implementation Selection Criteria Application (ISCA) Document

2. Tables from the ISCA Document
All of the tables in this section will have been completed in the ISCA Document. Once the Certification Authority approves the ISCA Document, the Organization will incorporate the completed tables into this section of the Certification Package Document.
2.1 Scope of Certification
The information in this section will have been completed by the Organization in Section 2.1 of the ISCA Document and incorporated by the Organization into this Certification Package Document. Furthermore, if the Assessment results in a successful certification outcome, this information will be published on the Certification Register to the general public. The final entry in the box below must be equivalent to the Scope of Certification that is declared in the Conformance Statement; if it is not, the Conformance Statement must be updated accordingly.

The Scope of Certification is described in the box below.

	


An Organization has the option of providing explicit exclusions to what is included in the Scope of Certification. If an Organization chose to do that in the ISCA Document those exclusions will be listed below.

	


2.2 Selected Representative Products Table

This section contains the Selected Representative Products table, which is taken from the ISCA Document, Section B.4, Table 2.

The table consists of a Product Identifier (Number) and a precise description of each of the Selected Representative Products approved by the Certification Authority as reasonably representative with respect to the Organization’s application of the ISC and their Scope of Certification. The numbers allow the Selected Representative Products to be referred to in short form within the tables. There is no fixed number of representative products so the number will vary for each certification.
Table 1: Selected Representative Products
	Product Number
	Precise Description of the Selected Representative Product

	1
	

	2
	

	3
	

	4
	

	5
	

	6
	

	7
	

	8
	

	9
	

	10
	


2.3 Attribute to Process Mapping Table
This section contains the Attribute to Process Mapping table, which is taken from the ISCA Document, Table 1.

The table consists of a list of each O-TTPS attribute and the corresponding O-TTPS processes, which provide the evidence that the attribute has been instantiated in the Organization’s operational practices. The Unique Process ID enables the process names to be referred to in short form within the tables. This table is intended to provide background information to the Assessor on how the processes referenced within the “Evidence Tables” relate to the O-TTPS Requirements. The Assessor will use it as an initial cross-check to assure that the process-related evidence tables have been completed correctly.

Note that the Assessor will verify that each and every process in this table appears in the Evidence of Conformance tables associated with its related attribute.
Table 2: Attribute to Process Mapping

	PD_DES: Software/Firmware/ Hardware Design Process
	A formal process exists that defines and documents how the requirements are translated into a product design.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Product Design Process
	
	

	Product Requirements Management Process
	
	

	
	
	

	
	
	


	PD_CFM: Configuration Management
	A formal process and supporting systems exist, which assure the proper management, control, and tracking of change to product development and manufacturing assets and artifacts.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Configuration Management Process
	
	

	Change Management Process
	
	

	Security Controls: Access Control Policies & Procedures
	
	

	Product Development Process
	
	

	
	
	

	
	
	


	PD_MPP: Well-defined Development/Engineering Method Process and Practices
	Development/engineering processes and practices are documented, and managed and followed across the life cycle.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Product Development Process
	
	

	
	
	

	
	
	


	PD_QAT: Quality and Test Management
	Quality and test management is practiced as part of the product development/engineering life cycle.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Product Test Process
	
	

	Quality Assurance Process
	
	

	
	
	

	
	
	


	PD_PSM: Product Sustainment Management
	Product support, release maintenance, and defect management are product sustainment services offered to acquirers while the product is generally available. These services can be provided free or for a fee.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Product Release Maintenance Process
	
	

	Product Defect Management Process
	
	

	
	
	

	
	
	


	SE_TAM: Threat Analysis and Mitigation
	Threat analysis and mitigation identify a set of potential attacks on a particular product or system and describe how those attacks might be perpetrated and the best methods of preventing or mitigating potential attacks.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Product Design Process
	
	

	Product Development Process
	
	

	Product Test Process
	
	

	
	
	

	
	
	


	SE_VAR: Vulnerability Analysis and Response
	Vulnerability analysis is the process of determining whether a product contains vulnerabilities and categorizing their potential severity.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Vulnerability Handling Process
	
	

	Vulnerability Notification Process
	
	

	
	
	

	
	
	


	SE_PPR: Product Patching and Remediation
	A well-documented process exists for patching and remediating products. Priority is given to known severe vulnerabilities.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Product Patching and Remediation Process
	
	

	Vulnerability Remediation Process
	
	

	
	
	

	
	
	


	SE_SEP: Secure Engineering Practices
	Secure engineering practices are established to avoid the most common engineering errors that lead to exploitable product vulnerabilities.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Product Development Process
	
	

	Product Design Process
	
	

	Training Process
	
	

	
	
	

	
	
	


	SE_MTL: Monitor and Assess the Impact of Changes in the Threat Landscape
	The threat landscape is monitored and the potential effects of changes in the threat landscape are assessed on development/engineering practices, tools, and techniques.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Process Improvement Process
	
	

	Vulnerability: Root Cause Analysis Process
	
	

	Change Management Process
	
	

	
	
	

	
	
	


	SC_RSM: Risk Management
	The management of supply chain risk around tainted and counterfeit components and products includes the identification, assessment, prioritization, and mitigation of business, technical, and operational risks.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Risk Management Process
	
	

	Risk Mitigation Plan
	
	

	Training Process
	
	

	
	
	

	
	
	


	SC_PHS: Physical Security
	Physical security procedures are necessary to protect development assets, manufacturing processes, the plant floor, and the supply chain.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Risk Management Process
	
	

	
	
	

	
	
	


	SC_ACC: Access Controls
	Proper access controls are established for the protection of product-relevant intellectual property against the introduction of tainted and counterfeit components where applicable in the supply chain.

	O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Security Controls: Access Control Policies & Procedures
	
	

	Security Controls: Access Control Audit Process
	
	

	
	
	

	
	
	


	SC_ESS: Employee and Supplier Security and Integrity
	Background checks are conducted for employees and contractors whose activities are directly related to sensitive product supply chain activities.
A Trusted Technology Provider has a set of applicable business conduct guidelines for their employee and supplier communities.

A Trusted Technology Provider obtains periodic confirmation that suppliers are conducting business in a manner consistent with principles embodied in industry conduct codes, such as the Electronic Industry Citizenship Coalition (EICC) Code of Conduct.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	HR Identity Check Process
	
	

	
	
	

	
	
	


	SC_BPS: Business Partner Security
	Business partners follow the recommended supply chain security best practice requirements specified by the O-TTPS.

Periodic confirmation is requested that business partners are following the supply chain security best practices requirements specified by the O-TTPS.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Supplier & Customer Communication Process
	
	

	
	
	

	
	
	


	SC_STR: Supply Chain Security Training
	Personnel responsible for the security of supply chain aspects are properly trained.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	N/A
	
	


	SC_ISS: Information Systems Security
	Supply Chain information systems properly protect data through an appropriate set of security controls.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	N/A
	
	


	SC_TTC: Trusted Technology Components
	Supplied components are evaluated to assure that they meet component specification requirements.

Suppliers follow supply chain security best practices with regard to supplied components (e.g., O-TTPS).

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Component Quality Assurance Process
	
	

	Policy on Use of Counterfeit Components
	
	

	
	
	

	
	
	


	SC_STH: Secure Transmission and Handling
	Secure transmission and handling of product assets during delivery is needed to lower the risk of product tampering while in transit to their destination.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Security Controls: Secure Transmission and Handling
	
	

	Electronic Delivery Process
	
	

	
	
	

	
	
	


	SC_OSH: Open Source Handling
	Open Source components are managed as defined by the best practices within the O-TTPS for Product Development/ Engineering methods and Secure Development/Engineering methods.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Product Development Process
	
	

	Product Test Process
	
	

	Product Support Policy
	
	

	
	
	

	
	
	


	SC_CTM: Counterfeit Mitigation
	Practices are deployed to manufacture, deliver, and service products that do not contain counterfeit components.

Practices are deployed to preclude the unauthorized use of scrap from the hardware manufacturing process.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Counterfeit Review and Response Policy
	
	

	Anti-counterfeit Controls
	
	

	
	
	

	
	
	


	SC_MAL: Malware Detection
	Practices are employed that preclude as far as practical the inclusion of malware in components received from suppliers and components or products delivered to customers or integrators.

	Required O-TTPS Process
	Organization’s Unique
Process ID/Name
	Selected Representative Products
Using the Process

	Product Test Process
	
	

	Quality Assurance Process
	
	

	
	
	

	
	
	


3. Evidence of Conformance Tables
3.1 Example and Instructions

This section contains an example of a completed Evidence of Conformance table for one O-TTPS Requirement, with fictitious data for illustration. Following the example there is a key to the table fields, which provides instructional information on populating the Evidence of Conformance tables in Section 3.2.

Table 3 is an example of an Evidence of Conformance table during the Assessment process and prior to submission to the Certification Authority.

Table 3: Example of Evidence of Conformance Table with Fictitious Data

	PD_DES.01 (1)
	A process shall exist that assures the requirements are addressed in the design. (2)

	Required Types of Process Evidence
	Product Design Process, Product Requirements Management Process (3A)

	Recommended/Suggested Types of Implementation Evidence
	Design artifacts, requirements traceability report, quality assurance, audit reports (3b)

	Process ID (4)
	Product No (5)
	Evidence File Name (6)
	Description of Evidence (7)
	Pointer within Evidence (8)
	Assessor Comment (9)

	Process Evidence (10)

	M-P_PROD DEV-ENTERP
	P1, P6, P7, P10, P15, P18, P21
	Product Design Process V2.3.jpg
	Product design process applicable to all products in the enterprise division
	Sections 3-7
	OBS: Mentions software and hardware but no mention of firmware. Does this product have firmware? Check on next conference call.

	M-P_PROD REQ-ENTERP 
	P1, P6, P7, P10, P15, P18, P21
	Product Requirements Management Process V1.3.jpg
	Product design process applicable to all products in the enterprise division
	Sections 4-6
	PASS

	M-P_PROD REQ-ENTENT 
	P24, P26, P30
	Product Design Process V27.3.jpg
	Product design process applicable to all products in the entertainment division
	Sections 2-7
	PASS

	M-P_PROD DEV-ENTENT
	P24, P26, P30
	Product Requirements Management Process V1.3.jpg
	Product design process applicable to all products in the entertainment division
	Sections 2-9
	PASS

	Implementation Evidence for each Selected Representative Product (11)

	
	P1
	Requirement spec 16923.odt
	Requirements specification
	Section 6
	PASS

	
	
	Trace report 75-11
	Requirements to design tracing report
	Router product line Section 8
	PASS

	
	
	Architecture_design 16923.odt
	Architecture and design document
	All
	OBS: Provides overall policy but no details for the specific product. Presume non-conformant. Check next conference call.

	
	P6
	CC Cert SCH_03456_EAL4.pdf
	Validated document which assures security functional requirements to P2 design at implementation level
	All
	PASS

	
	
	Requirement spec 623674.odt
	Requirements specification
	Section 6
	PASS

	
	
	Trace report 63674-11.pdf
	Requirements to design tracing report
	Router product line Section 8
	PASS

	
	
	Architecture_design 63674.odt
	Architecture and design document
	All
	OBS: It is not in English, please translate.

	
	P7
	Requirement spec 736001.odt
	Requirements specification
	Section 6
	PASS, CMT: This is very high level, but it is acceptable.

	
	
	Trace report 736-5-11.pdf
	Requirements to design tracing report
	Router product line Section 8
	PASS

	
	
	Architecture_design 736005.odt
	Architecture and design document
	All
	OBS: Provides overall policy but no details for the specific product. Presume non-conformant. Check on next conference call.

	
	P10
	Requirement spec 106745.odt
	Requirements specification
	Section 6
	OBS: Product name does not match the declaration for P10. Check with Org on next call.

	
	
	Trace report 10-75-11
	Requirements to design tracing report
	Router product line Section 8
	PASS

	
	
	Architecture design 106743.odt
	Architecture and design document
	All
	PASS

	
	P15
	Requirement spec 156745.odt
	Requirements specification
	Section 6
	PASS

	
	
	Trace report 15-75-11
	Requirements to design tracing report
	Router product line Section 8
	PASS

	
	
	Architecture design 156743.odt
	Architecture and design document
	All
	OBS: Provides overall policy but no details for the specific product. Presume non-conformant. Check on next conference call.

	
	P18
	Requirement spec 186745.odt
	Requirements specification
	Section 6
	PASS

	
	
	Trace report 19-75-11
	Requirements to design tracing report
	Router product line Section 8
	CMT: Refers to wrong product. Ask Org for correct document. And update of Certification Package.

	
	
	Architecture_design 196743.odt
	Architecture and design document
	All
	CMT: Refers to wrong product. Ask Org for correct document. And update of Certification Package.
OBS: Provides overall policy but no details for the specific product. Presume non-conformant. Check next conference call.

	
	P21
	Requirement spec 216745.odt
	Requirements specification
	Section 6
	PASS

	
	
	Trace report 21-75-11
	Requirements to design tracing report
	Router product line Section 8
	PASS

	
	
	Architecture_design 216743.odt
	Architecture and design document
	All
	OBS: Provides overall policy but no details for the specific product. Presume non-conformant. Check next conference call.

	
	P24
	Requirement spec PS24-001.odt
	Requirements specification
	All
	OBS: Document is marked “draft”. This is a non- conformance.

	
	
	Trace report 24_13-3-9
	Email trail that indicates the tracing of requirements
	All
	PASS CMT: Although this type of evidence is not in the recommended/ suggested set of artifacts, it does still indicate conformance in this instance.

	
	
	Architecture_design 2416743.odt
	Architecture and design document
	Sections 2-9
	CMT: 3 functions in the self-check could not be traced to requirements.

	
	P26
	Requirement spec PS24-001.odt
	Requirements specification
	All
	OBS: Document is marked “draft”. This is a non-conformance.

	
	
	Trace report 24_13-4-1
	Requirements to design tracing report
	All
	PASS CMT: Noticed typo in document title.

	
	
	Architecture_design 2416743.odt
	Architecture and design document
	Sections 2-9
	OBS: 3 functions in the self-check could not be traced to requirements.

	
	P30
	Requirement spec PS30-001.odt
	Requirements specification
	All
	OBS: Evidence is not in accordance with M-P_PRODREQ-ENTERT. Does Japan have a variant process?

	
	
	Trace report 30_13-5-9
	Requirements to design tracing report
	All
	PASS

	
	
	Architecture_design 2416743.odt
	Architecture and design document
	Sections 2-9
	PASS


Table 4: Key to Evidence of Conformance Table

	PD_DES.01 (1)
	A process shall exist that assures the requirements are addressed in the design. (2)

	Required Types of Process Evidence
	Product Design Process, Product Requirements Management Process (3a)

	Recommended/Suggested Types of Implementation Evidence
	Design artifacts, requirements traceability report, quality assurance, audit reports (3b)

	Process ID (4)
	Product No (5)
	Evidence File Name (6)
	Description of Evidence (7)
	Pointer within Evidence (8)
	Assessor Comment (9)

	Process Evidence (10)

	
	
	
	
	
	

	Implementation Evidence for each Selected Representative Product (11)

	
	P1
	
	
	
	


Field (1): The unique O-TTPS Requirement number, taken from the O-TTPS (Standard), Chapter 4.
Field (2): The requirement text, taken from the O-TTPS (Standard), Chapter 4.

Field (3a): The list of required types of process evidence for each O-TTPS Requirement (see Assessment Procedures).
Field (3b): The list of suggested/recommended types of implementation evidence (see Assessment Procedures).
Field (4): The unique process ID assigned by the Organization in Table 1 of this document.
Field (5): The list of Selected Representative Products as defined in Table 1 of this document.

Field (6): This field is to be filled in by the Organization with information identifying by name the Evidence of Conformance for the requirement in question. Typically, it is a document name, but it may be any descriptor, as long as the description tells the Assessor where to find what needs to be looked at during the Assessment. Basically this is a high-level index into the submitted material. Typically, this will be a unique path/filename that identifies the evidence within the submitted file-container.
Field (7): This field contains a brief supporting description that the Organization feels will assist the Assessor.
Field (8): This field is for narrowing the field of submitted material by allowing the Organization to indicate as explicitly as possible where, within the evidence referenced in Field 4, conformance can be demonstrated. This field impacts the assessment efficiency. For example, if the Assessor is pointed to a several hundred page document, most of which is irrelevant to the requirement, then much time will be wasted reading irrelevant material. This is the Organization’s opportunity to narrow down the scope of the submitted material to what the Assessor really needs to see to confirm conformance with the requirement. Basically this is a secondary-level index into the submitted material.

Field (9): This field is for the Assessor only. The Assessor may choose to record their findings in this column throughout the Assessment process; however, the Assessor must record their findings in this column prior to submitting the completed final Certification Package Document to the Certification Authority (see Assessment Procedures).
Field (10): The Organization completes the list of processes taken from Table 1 of this document and provides details of the evidence file name(s) to the Assessor.

Field (11): The Organization lists product-specific implementation Evidence of Conformance for each Selected Representative Product identified in Field 5.
3.2 Evidence of Conformance Tables
This section provides a blank table for each of the O-TTPS mandatory requirements. These will initially be completed by the Organization according to the instructions in Section 3.1and submitted to the Assessor. Throughout the course of Assessment, they may be revised as appropriate to update or provide additional pointers to new evidence. The Assessor and the Organization will coordinate these updates to assure they are accurate. The Assessor will provide their findings in the Assessor comment column before submitting it to the Certification Authority.
3.2.1 PD_DES: Software/Firmware/Hardware Design Process

Attribute Definition

A formal process exists that defines and documents how the requirements are translated into a product design.

Evidence of Conformance Tables

	PD_DES.01
	A process shall exist that assures the requirements are addressed in the design.

	Required Types of Process Evidence
	Product Design Process, Product Requirements Management Process

	Recommended/Suggested Types of Implementation Evidence
	Design artifacts, requirements traceability report, quality assurance, audit reports

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	PD_DES.02
	Product requirements shall be documented.

	Required Types of Process Evidence
	None.

	Recommended/Suggested Types of Implementation Evidence
	Product requirements document

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.2 PD_CFM: Configuration Management

Attribute Definition

A formal process and supporting systems exist which assure the proper management, control, and tracking of change to product development and manufacturing assets and artifacts.

Evidence of Conformance Tables

	PD_CFM.01
	A documented formal process shall exist which defines the configuration management process and practices.

	Required Types of Process Evidence
	Configuration Management Process

	Recommended/Suggested Types of Implementation Evidence
	CM reports, build reports, CM tooling, CM artifacts, CM applications, tools, build tools, change control applications

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	PD_CFM.02
	Baselines of identified assets and artifacts under configuration management shall be established.

	Required Types of Process Evidence
	None.

	Recommended/Suggested Types of Implementation Evidence
	Product baselines in the CM system

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	PD_CFM.03
	Changes to identified assets and artifacts under configuration management shall be tracked and controlled.

	Required Types of Process Evidence
	Change Management Process

	Recommended/Suggested Types of Implementation Evidence
	Problem reports, change reviews, build reports, requests for changes, build/scope review

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	PD_CFM.05
	Access to identified assets and artifacts and supporting systems shall be protected and secured.

	Required Types of Process Evidence
	Security Controls: Access Control Policies & Procedures

	Recommended/Suggested Types of Implementation Evidence
	Security audit reports, CM access control, problem tracking access control, build management access control, access controls to physical artifacts, role-based or identity-based access controls, list of supporting systems

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	PD_CFM.06
	A formal process shall exist that establishes acceptance criteria for work products accepted into the product baseline.

	Required Types of Process Evidence
	Product Development Process

	Recommended/Suggested Types of Implementation Evidence
	Signed or acknowledged acceptance and compliance records, reports or output from the process gate reviews, business process flows

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.3 PD_MPP: Well-defined Development/Engineering Method Process and Practices
Attribute Definition

Development/engineering processes and practices are documented, and managed and followed across the life cycle.

Evidence of Conformance Tables

	PD_MPP.02
	The development/engineering process shall be able to track, as appropriate, components that are proven to be targets of tainting or counterfeiting as they progress through the life cycle.

	Required Types of Process Evidence
	Product Development Process

	Recommended/Suggested Types of Implementation Evidence
	List of components that have been identified as requiring tracking targets of tainting/counterfeiting, CM tool

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.4 PD_QAT: Quality and Test Management

Attribute Definition

Quality and test management is practiced as part of the product development/engineering life cycle.

Evidence of Conformance Tables

	PD_QAT.01
	There shall be a quality and test product plan that includes quality metrics and acceptance criteria.

	Required Types of Process Evidence
	Quality Assurance Process, Product Test Process

	Recommended/Suggested Types of Implementation Evidence
	Quality and test product plan, documented acceptance criteria

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	PD_QAT.02
	Testing and quality assessment activities shall be conducted according to the plan.

	Required Types of Process Evidence
	None.

	Recommended/Suggested Types of Implementation Evidence
	Test reports which address the acceptance criteria, QA audit report, QA tracking, QA and test plan

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	PD_QAT.03
	Products or components shall meet appropriate quality criteria throughout the life cycle.

	Required Types of Process Evidence
	None.

	Recommended/Suggested Types of Implementation Evidence
	Test reports, QA audit report, QA tracking, QA plan

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.5 PD_PSM: Product Sustainment Management
Attribute Definition

Product support, release maintenance, and defect management are product sustainment services offered to acquirers while the product is generally available. These services can be provided free or for a fee.

Evidence of Conformance Tables

	PD_PSM.01
	A release maintenance process shall be implemented.

	Required Types of Process Evidence
	Product Release Maintenance Process

	Recommended/Suggested Types of Implementation Evidence
	Design change requests, product update descriptions, defect reports

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	PD_PSM.02
	Release maintenance shall include a process for notification to acquirers of product updates.

	Required Types of Process Evidence
	Product Release Maintenance Process

	Recommended/Suggested Types of Implementation Evidence
	Acquirer notification example

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	PD_PSM.03
	Release maintenance shall include a product update process, which uses security mechanisms.

	Required Types of Process Evidence
	Product Defect Management Process

	Recommended/Suggested Types of Implementation Evidence
	Security audit report that covers updates, representative updates showing the Organization’s security mechanisms being used

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	PD_PSM.04
	A defect management process shall be implemented.

	Required Types of Process Evidence
	Product Defect Management Process

	Recommended/Suggested Types of Implementation Evidence
	Evidence of a defect management process, defect reports

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	PD_PSM.05
	The defect management process shall include: a documented feedback and problem reporting process.

	Required Types of Process Evidence
	Problem Reporting Process; Product Defect Management Process

	Recommended/Suggested Types of Implementation Evidence
	Product failure reports, problem reports, change requests, product QA reports

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.6 SE_TAM: Threat Analysis and Mitigation
Attribute Definition

Threat analysis and mitigation identify a set of potential attacks on a particular product or system and describe how those attacks might be perpetrated and the best methods of preventing or mitigating potential attacks.

Evidence of Conformance Tables

	SE_TAM.01
	Product architecture and design shall be assessed against potential attacks to gain an understanding of the threat landscape.

	Required Types of Process Evidence
	Product Design Process

	Recommended/Suggested Types of Implementation Evidence
	A list of known potential attacks, threat assessment against product architecture and design, vulnerability analysis during all phases, relevant threat analysis reports

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SE_TAM.02
	Threat mitigation strategies for tainted and counterfeit products shall be implemented as part of product development.

	Required Types of Process Evidence
	Product Development Process

	Recommended/Suggested Types of Implementation Evidence
	Process and method artifacts

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SE_TAM.03
	Threat analysis shall be used as input to the creation of test plans and cases.

	Required Types of Process Evidence
	Product Test Process

	Recommended/Suggested Types of Implementation Evidence
	None.

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.7 SE_VAR: Vulnerability Analysis and Response
Attribute Definition

Vulnerability analysis is the process of determining whether a product contains vulnerabilities and categorizing their potential severity.

Evidence of Conformance Tables

	SE_VAR.01
	Techniques and practices for vulnerability analysis shall be utilized. Some techniques include: code review, static analysis, penetration testing, white/black box testing, etc.

	Required Types of Process Evidence
	Vulnerability: Analysis Process

	Recommended/Suggested Types of Implementation Evidence
	Attacks identified in SE_TAM.01 must be reflected in the vulnerability analysis, using, for example, the following: code scanning reports, build reports, code review documentation, penetration testing reports, test results

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SE_VAR.03
	A process shall exist for governing notification of newly discovered and exploitable product vulnerabilities.

	Required Types of Process Evidence
	Vulnerability: Analysis Process

	Recommended/Suggested Types of Implementation Evidence
	List of newly discovered exploitable product vulnerabilities and evidence of the appropriate distribution; some examples are: Product Security Incident Response Team (PSIRT) process documentation, PSIRT reports, email records of notifications

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.8 SE_PPR: Product Patching and Remediation
Attribute Definition

A well-documented process exists for patching and remediating products. Priority is given to known severe vulnerabilities.

Evidence of Conformance Tables

	SE_PPR.01
	There shall be a well-documented process for patching and remediating products.

	Required Types of Process Evidence
	Product Patching and Remediation Process

	Recommended/Suggested Types of Implementation Evidence
	Problem reports, patching schedules, release roadmap, release notifications, change requests, etc.

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SE_PPR.03
	Remediation of vulnerabilities shall be prioritized based on a variety of factors, including risk.

	Required Types of Process Evidence
	Vulnerability: Remediation Process

	Recommended/Suggested Types of Implementation Evidence
	Implementation evidence as defined in the process documentation; for example, bug and defect reports, change management documentation for resolutions of vulnerability defects, vulnerability checklists, and vulnerability assessment review

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.9 SE_SEP: Secure Engineering Practices
Attribute Definition

Secure engineering practices are established to avoid the most common engineering errors that lead to exploitable product vulnerabilities.

Evidence of Conformance Tables

	SE_SEP.01
	Secure coding practices shall be utilized to avoid common coding errors that lead to exploitable product vulnerabilities. For example, user input validation, use of appropriate compiler flags, etc.

	Required Types of Process Evidence
	Product Development Process

	Recommended/Suggested Types of Implementation Evidence
	Acceptable coding patterns, results from tooling that enforces coding patterns, results from manual code reviews, minimize footprint

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SE_SEP.02
	Secure hardware design practices (where applicable) shall be employed. For example, zeroing out memory and effective opacity.

	Required Types of Process Evidence
	Product Design Process

	Recommended/Suggested Types of Implementation Evidence
	Evidence that design practices are implemented, such as: assets from secure deliverables, results from tooling that enforces secure design practices, results from manual review of the application of secure design practices

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SE_SEP.03
	Training on secure engineering practices shall be provided to the appropriate personnel on a regular basis consistent with changing practices and the threat landscape.

	Required Types of Process Evidence
	Training Process

	Recommended/Suggested Types of Implementation Evidence
	Evidence that training has been provided such as training artifacts; for example, training certificates, Computer-Based Rraining (CBT), training attendance statistics

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.10 SE_MTL: Monitor and Assess the Impact of Changes in the Threat Landscape
Attribute Definition

The threat landscape is monitored and the potential impacts of changes in the threat landscape are assessed on development/engineering practices, tools, and techniques.

Evidence of Conformance Tables

	SE_MTL.02
	Changes to the development/engineering practices, tools, and techniques shall be assessed in light of changes to the threat landscape.

	Required Types of Process Evidence
	Process Improvement Process

	Recommended/Suggested Types of Implementation Evidence
	Quality engineering/management review, changed secure engineering practices, the applicant's assessment of the development/engineering practices, tools, and techniques in light of changes to the threat landscapes

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SE_MTL.03
	The cause of product vulnerabilities shall be evaluated and appropriate changes to the development/engineering practices, tools, and techniques identified to mitigate similar vulnerabilities in the future.

	Required Types of Process Evidence
	Vulnerability: Root Cause Analysis Process; Process Improvement Process

	Recommended/Suggested Types of Implementation Evidence
	Changed secure engineering practices, the applicant's assessment of the development/engineering practices, tools, and techniques in light of changes to the vulnerability analysis

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.11 SC_RSM: Risk Management
Attribute Definition

The management of supply chain risk around tainted and counterfeit components and products includes the identification, assessment, prioritization, and mitigation of business, technical, and operational risks.

Evidence of Conformance Tables

	SC_RSM.02
	Supply chain risk identification, assessment, prioritization, and mitigation shall be conducted.

	Required Types of Process Evidence
	Risk Management Process

	Recommended/Suggested Types of Implementation Evidence
	Supply chain risk/business continuity planning policy documents, playbooks reflecting how to handle supply chain disruption, post-incident summary documents

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SC_RSM.03
	The output of risk identification, assessment, and prioritization shall be addressed by a mitigation plan, which shall be documented.

	Required Types of Process Evidence
	None.

	Recommended/Suggested Types of Implementation Evidence
	Mitigation plan, output from the risk identification assessment

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SC_RSM.04
	The output of risk identification, assessment, and prioritization shall be addressed by a mitigation plan, which shall be followed routinely.

	Required Types of Process Evidence
	None.

	Recommended/Suggested Types of Implementation Evidence
	Evidence that risk management plan has been followed, component qualification data/reports, snapshot of applicable risk management tools, change history on risk assessment plan, evidence supporting the frequency of updates/reviews matches that are described in the risk management process

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SC_RSM.06
	Supply chain risk management training shall be incorporated in a provider’s organizational training plan, which shall be reviewed periodically and updated as appropriate.

	Required Types of Process Evidence
	None.

	Recommended/Suggested Types of Implementation Evidence
	Training plan, includes supply chain training (refer to note 3)

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.12 SC_PHS: Physical Security
Attribute Definition

Physical security procedures are necessary to protect development assets and artifacts, manufacturing processes, the plant floor, and the supply chain.
Evidence of Conformance Tables

	SC_PHS.01
	Risk-based procedures for physical security shall be established and documented.

	Required Types of Process Evidence
	Risk Management Process: Physical Security

	Recommended/Suggested Types of Implementation Evidence
	None.

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SC_PHS.02
	Risk-based procedures for physical security shall be followed routinely.

	Required Types of Process Evidence
	None.

	Recommended/Suggested Types of Implementation Evidence
	Photographs of the relevant physical security controls; for example, cages, doors, loading bays, fences, rooftop, ceiling, cabling, etc., snapshots of audit reports, CCTV video, video of implementation of personnel ingress/egress searches, security logs

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.13 SC_ACC: Access Controls
Attribute Definition

Proper access controls are established for the protection of product-relevant intellectual property against the introduction of tainted and counterfeit components where applicable in the supply chain.

Evidence of Conformance Tables

	SC_ACC.01
	Access controls shall be established and managed for product-relevant intellectual property and assets and artifacts. Assets and artifacts include controlled elements related to the development/manufacturing of a provider’s product.

	Required Types of Process Evidence
	Security Controls: Access Control Policies & Procedures

	Recommended/Suggested Types of Implementation Evidence
	System password and access policies, actual audit reflecting an individual’s use of access controls, actual audit reflecting badge-based physical access, transport tracking, inventory account reports

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SC_ACC.02
	Access controls established and managed for product-relevant intellectual property and assets and artifacts shall be documented.

	Required Types of Process Evidence
	None.

	Recommended/Suggested Types of Implementation Evidence
	Supplier premises logs, access control lists, access logs, NDA agreements

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SC_ACC.03
	Access controls established and managed for product-relevant intellectual property and assets and artifacts shall be followed routinely.

	Required Types of Process Evidence
	None

	Recommended/Suggested Types of Implementation Evidence
	Photographs, CCTV video, video of implementation of personnel ingress/egress searches, access logs, badges, time clock reports, split key reports

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SC_ACC.05
	Access controls established and managed for product-relevant intellectual property and assets and artifacts shall employ the use of access control auditing.

	Required Types of Process Evidence
	Security Controls: Access Control Audit Process

	Recommended/Suggested Types of Implementation Evidence
	Audit reports or communications to management of audit results or internal SC security metric reports

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.14 SC_ESS: Employee and Supplier Security and Integrity
Attribute Definition

Background checks are conducted for employees and contractors whose activities are directly related to sensitive product supply chain activities.

A Trusted Technology Provider has a set of applicable business conduct guidelines for their employee and supplier communities.
A Trusted Technology Provider obtains periodic confirmation that suppliers are conducting business in a manner consistent with principles embodied in industry conduct codes, such as the Electronic Industry Citizenship Coalition (EICC) Code of Conduct.

Evidence of Conformance Tables

	SC_ESS.01
	Proof of identity shall be ascertained for all new employees and contractors engaged in the supply chain, except where prohibited by law.

	Required Types of Process Evidence
	HR Identity Check Process

	Recommended/Suggested Types of Implementation Evidence
	Evidence that the identity is verified by the Organization

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.15 SC_BPS: Business Partner Security
Attribute Definition

Business partners follow the recommended supply chain security best practice requirements specified by the O-TTPS.
Periodic confirmation is requested that business partners are following the supply chain security best practices requirements specified by the O‑TTPS.

Evidence of Conformance Tables

	SC_BPS.01
	Supply chain security best practices (e.g., O‑TTPS) shall be recommended to relevant business partners.

	Required Types of Process Evidence
	None.

	Recommended/Suggested Types of Implementation Evidence
	Communication reflecting recommended practices, security requirements for suppliers, supplier assessment records reflecting security aspects, list of relevant business partners and best practices

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.16 SC_STR: Supply Chain Security Training
Attribute Definition

Personnel responsible for the security of supply chain aspects are properly trained.
Evidence of Conformance Tables

	SC_STR.01
	Training in supply chain security procedures shall be given to all appropriate personnel.

	Required Types of Process Evidence
	None.

	Recommended/Suggested Types of Implementation Evidence
	Training materials, minutes or materials from informational, training artifacts, training attendance statistics, training certificates, computer-based training, list of appropriate personnel

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.17 SC_ISS: Information Systems Security
Attribute Definition

Supply Chain information systems properly protect data through an appropriate set of security controls.

Evidence of Conformance Tables

	SC_ISS.01
	Supply chain data shall be protected through an appropriate set of security controls.

	Required Types of Process Evidence
	None.

	Recommended/Suggested Types of Implementation Evidence
	List of the types of supply chain data that are protected, list of associated security controls

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.18 SC_TTC: Trusted Technology Components
Attribute Definition

Supplied components are evaluated to assure that they meet component specification requirements.
Suppliers follow supply chain security best practices with regard to supplied components (e.g., O‑TTPS).

Evidence of Conformance Tables

	SC_TTC.01
	The quality of supplied components shall be assessed against the component specification requirements.

	Required Types of Process Evidence
	Quality Assurance Process

	Recommended/Suggested Types of Implementation Evidence
	Component specifications, component quality conformance reports, identification of high-risk components

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SC_TTC.02
	Counterfeit components shall not knowingly be incorporated into products.

	Required Types of Process Evidence
	Policy on Use of Counterfeit Components

	Recommended/Suggested Types of Implementation Evidence
	None.

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.19 SC_STH: Secure Transmission and Handling
Attribute Definition

Secure transmission and handling of assets and artifacts during delivery is needed to lower the risk of product tampering while in transit to their destination.

Evidence of Conformance Tables

	SC_STH.01
	Secure transmission and handling controls shall be established and documented.

	Required Types of Process Evidence
	Risk Management Process, Security Controls: Secure Transmission and Handling

	Recommended/Suggested Types of Implementation Evidence
	Photos reflecting CCTV use in manufacturing operations and product transfer locations, review of a portion of CCTV video to validate operation of CCTV

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SC_STH.02
	Secure transmission and handling controls shall be designed to lower the risk of physical tampering with assets and artifacts that are physically transported.

	Required Types of Process Evidence
	Risk Management Process, Security Controls: Secure Transmission and Handling

	Recommended/Suggested Types of Implementation Evidence
	Packaging, security tape, shipping logs, badges, and guards bonded transport, photographic evidence, interviews with security staff

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SC_STH.03
	Secure transmission and handling controls shall be designed to lower the risk of tampering with assets and artifacts that are electronically transmitted.

	Required Types of Process Evidence
	Risk Management Process, Electronic Delivery Process, Security Controls: Secure Transmission and Handling

	Recommended/Suggested Types of Implementation Evidence
	Demonstrated use of encryption, SFTP servers, access controls

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SC_STH.04
	Secure transmission and handling controls shall be followed routinely.

	Required Types of Process Evidence
	None.

	Recommended/Suggested Types of Implementation Evidence
	Demonstrated use of encryption, SFTP servers, access controls

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.20 SC_OSH: Open Source Handling
Attribute Definition

Open Source components are managed as defined by the best practices within the O-TTPS for Product Development/ Engineering methods and Secure Development/Engineering methods.
Evidence of Conformance Tables

	SC_OSH.02
	In the management of Open Source assets and artifacts, components sourced shall be identified as derived from well-understood component lineage.

	Required Types of Process Evidence
	Product Development Process

	Recommended/Suggested Types of Implementation Evidence
	Records of component lineage derivation for the open sourced components

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SC_OSH.03
	In the management of Open Source assets and artifacts, components sourced shall be subject to well-defined acceptance procedures that include asset and artifact security and integrity before their use within a product.

	Required Types of Process Evidence
	Product Test Process

	Recommended/Suggested Types of Implementation Evidence
	Security and integrity checking might include activities such as checking hash values of included open source code, vulnerability analysis, and performing malware checks

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SC_OSH.04
	For such sourced components, responsibilities for ongoing support and patching shall be clearly understood.

	Required Types of Process Evidence
	Product Support Policy

	Recommended/Suggested Types of Implementation Evidence
	The Applicant’s point of contact for customers to request support and patching

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.21 SC_CTM: Counterfeit Mitigation
Attribute Definition

Practices are deployed to manufacture, deliver, and service products that do not contain counterfeit components.
Practices are deployed to preclude the unauthorized use of scrap from the hardware manufacturing process.
Evidence of Conformance Tables

	SC_CTM.01
	Instances of counterfeit activity relating to products shall be reviewed and an appropriate response sent.

	Required Types of Process Evidence
	Counterfeit Review and Response Policy

	Recommended/Suggested Types of Implementation Evidence
	Records showing the monitoring of grey market activities, copies of portions of investigation reports and action plans upon counterfeit findings, records of appropriate response sent

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SC_CTM.04
	Techniques shall be utilized as applicable and appropriate to mitigate the risk of counterfeiting, such as security labeling and scrap management techniques.

	Required Types of Process Evidence
	Security Controls: Risk Management Process, Anti-counterfeit Controls

	Recommended/Suggested Types of Implementation Evidence
	List of high-risk items that are subject to these controls, scrap handling procedures, demonstrations of use of labeling and photo of labeling, demonstration of results arising from use of anti-counterfeit technology, demonstration/observation/photos of their use, holograms, inks, RFID, etc.

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


3.2.22 SC_MAL: Malware Detection
Attribute Definition

Practices are employed that preclude as far as practical the inclusion of malware in components received from suppliers and components or products delivered to customers or integrators.
Evidence of Conformance Tables

	SC_MAL.01
	One or more up-to-date commercial malware detection tools shall be deployed as part of the code acceptance and development processes.

	Required Types of Process Evidence
	None.

	Recommended/Suggested Types of Implementation Evidence
	Acceptance procedures requiring the use of malware detection tools, demonstration and/or copies of records showing application of malware detection tools to code in the development stage, up-to-date signatures being used in the detection tool

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


	SC_MAL.02
	Malware detection techniques shall be used before final packaging and delivery (e.g., scanning finished products and components for malware using one or more up-to-date malware detection tools).

	Required Types of Process Evidence
	Quality Assurance Process

	Recommended/Suggested Types of Implementation Evidence
	Release procedures requiring the use of malware detection tools, demonstration and/or copies of records showing application of malware detection tools before final packaging and delivery

	Process ID
	Product No
	Evidence File Name
	Description of Evidence
	Pointer within Evidence
	Assessor Comment

	Process Evidence

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	Implementation Evidence for each Selected Representative Product

	
	P1
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	

	
	P…
	
	
	
	

	
	
	
	
	
	

	
	
	
	[Add more rows if needed]
	
	


4. Assessment Report Template
This section contains the Assessment Report Template.

Table 5: Assessment Report Template
	Organization
	

	Authorized Signatory of the Organization
	

	Report Submission Date
	

	Acceptance Date
	

	Assessment Organization Name and ID
	

	Assessment Team Leader Name and ID
	

	Assessors who participated
in the Assessment
	

	O-TTPS Conformance Requirements Version
	

	Assessment Team Recommendation
	

	Designated Certification Authority Individual
	

	Approved Assessment Outcome
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