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1. Introduction
This document serves as guidance in filling out the Scope of Certification section in the Conformance Statement. While this document is not required, using this document will help the applicant determine the appropriate value add areas and allow them to check off all of the mandatory requirements within those areas as being met, which will help facilitate the Self-Assessed Certification Process.  
Please Note: Once this document is filled out and submitted to The Open Group, it will remain confidential throughout the certification process; as well as once certification is achieved.  
2. Responses

2.1 Organization Response
When entering a response to each appropriate Attribute, please refer to Chapter 4 of the O-TTPS Standard document.  The document can be found here: http://ottps-cert.opengroup.org/ottps-standard. The Assessment Procedures document provides additional guidance to those that choose the Self-Assessed tier.  The document can be found here: http://ottps-cert.opengroup.org/ottps-assessment-procedures.

Please review both documents before completing this document.
2.2 Certification Authority Notes
Once submitted, the Certification Authority will review this document. If further clarification is needed, the Certification Authority will request the information needed. This is not an assessment, but a tool to help ensure that the applicant has considered all the applicable mandatory requirements within the Scope of Certification (dependent on the nature of the organization and their value-add) before submission. For the avoidance of doubt, the mandatory requirements in the then current version of the published standard take precedence over the mandatory requirements listed within this document. 
3. Attributes of the O-TTPS Standard
In accordance with Chapter 4 of the O-TTPS Standard, please fill out the sections that pertain to your Scope of Certification.  When filling out the section, ensure that all the “shall” requirements are met. If the section does not apply to the Scope of Certification, then enter ‘N/A’ as a response. Each area is listed as well as the attribute definition and the mandatory requirements within the attribute area. 
	Organization Name
	

	Scope of Product(s)/Product Line(s)/Business Unit(s) or Organization
	List everything that is being warranted and represented as O-TTPS compliant. If it is a Single Product, just list the product name. If it is a Business Unit, list the unit name and a brief description of what is covered.
Note: An online listing of product(s) will be linked in the register.  Please include this link in this section.  Please visit the O-TTPS Certification Register to view examples of what other applicants have done.

	PD_DES: Software/Firmware/ Hardware Design Process
	A formal process exists that defines and documents how the requirements are translated into a product design.

	Requirements
	· A process shall exist that assures the requirements are addressed in the design. 
· Product requirements shall be documented. 

	Organization Response
	

	PD_CFM: Configuration Management
	A formal process and supporting systems exist, which assure the proper management, control, and tracking of change to product development and manufacturing assets and artifacts.

	Requirements
	· A documented formal process shall exist which defines the configuration management process and practices. 
· Baselines of identified assets and artifacts under configuration management shall be established. 
· Changes to identified assets and artifacts under configuration management shall be tracked and controlled. 
· Access to identified assets and artifacts and supporting systems shall be protected and secured. 
· A formal process shall exist that establishes acceptance criteria for work products accepted into the product baseline. 

	Organization Response
	

	PD_MPP: Well-defined Development/Engineering Method Process and Practices
	Development/engineering processes and practices are documented and managed and followed across the life cycle.

	Requirements
	· The development/engineering process shall be able to track, as appropriate, components that are proven to be targets of tainting or counterfeiting as they progress through the life cycle 

	Organization Response
	

	PD_QAT: Quality and Test Management
	Quality and test management is practiced as part of the product development/engineering life cycle.

	Requirements
	· There shall be a quality and test product plan that includes quality metrics and acceptance criteria. 
· Testing and quality assurance activities shall be conducted according to the plan. 
· Products or components shall meet appropriate quality criteria throughout the life cycle. 

	Organization Response
	

	PD_PSM: Product Sustainment Management
	Product support, release maintenance, and defect management are product sustainment services offered to acquirers while the product is generally available. These services can be provided free or for a fee.

	Requirements
	· A release maintenance process shall be implemented. 
· Release maintenance shall include a process for notification to acquirers of product updates. 
· Release maintenance shall include a product update process, which uses security mechanisms. 
· A defect management process shall be implemented. 
· The defect management process shall include: a documented feedback and problem reporting process. 

	Organization Response
	

	SE_TAM: Threat Analysis and Mitigation
	Threat analysis and mitigation identify a set of potential attacks on a particular product or system and describe how those attacks might be perpetrated and the best methods of preventing or mitigating potential attacks.

	Requirements
	· Product architecture and design shall be assessed against potential attacks to gain an understanding of the threat landscape. 
· Threat mitigation strategies for tainted and counterfeit products shall be implemented as part of product development. 
· Threat analysis shall be used as input to the creation of test plans and cases. 

	Organization Response
	

	SE_RTP: Run-time Protection Techniques
	Run-time protection techniques are considered part of a secure development/engineering method. This includes techniques to mitigate the exploitation of vulnerabilities. For example, run-time protection techniques help defend executable code against buffer overflow attacks, null pointers, etc.

	Requirements
	No Mandatory Requirements

	Organization Response
	

	SE_VAR: Vulnerability Analysis and Response
	Vulnerability analysis is the process of determining whether a product contains vulnerabilities and categorizing their potential severity.

	Requirements
	· Techniques and practices for vulnerability analysis shall be utilized. Some techniques include: code review, static analysis, penetration testing, white/black box testing, etc. 
· A process shall exist for governing notification of newly discovered and exploitable product vulnerabilities. 

	Organization Response
	

	SE_PPR: Product Patching and Remediation
	A well-documented process exists for patching and remediating products. Priority is given to known severe vulnerabilities.

	Requirements
	· There shall be a well-documented process for patching and remediating products. 
· Remediation of vulnerabilities shall be prioritized based on a variety of factors, including risk. 

	Organization Response
	

	SE_SEP: Secure Engineering Practices
	Secure engineering practices are established to avoid the most common engineering errors that lead to exploitable product vulnerabilities.

	Requirements
	· Secure coding practices shall be utilized to avoid common coding errors that lead to exploitable product vulnerabilities. For example, user input validation, use of appropriate compiler flags, etc. 
· Secure hardware design practices (where applicable) shall be employed. For example, zeroing out memory and effective opacity. 
· Training on secure engineering practices shall be provided to the appropriate personnel on a regular basis consistent with changing practices and the threat landscape.

	Organization Response
	

	SE_MTL: Monitor and Assess the Impact of Changes in the Threat Landscape
	The threat landscape is monitored and the potential effects of changes in the threat landscape are assessed on development/engineering practices, tools, and techniques.

	Requirements
	· Changes to the development/engineering practices, tools, and techniques shall be assessed in light of changes to the threat landscape. 
· The cause of product vulnerabilities shall be evaluated and appropriate changes to the development/engineering practices, tools, and techniques identified to mitigate similar vulnerabilities in the future. 

	Organization Response
	

	SC_RSM: Risk Management
	The management of supply chain risk around tainted and counterfeit components and products includes the identification, assessment, prioritization, and mitigation of business, technical, and operational risks.

	Requirements
	· Supply chain risk identification, assessment, prioritization, and mitigation shall be conducted. 
· The output of risk identification, assessment, and prioritization shall be addressed by a mitigation plan, which shall be documented. 
· The output of risk identification, assessment, and prioritization shall be addressed by a mitigation plan, which shall be followed routinely. 
· Supply chain risk management training shall be incorporated in a provider’s organizational training plan, which shall be reviewed periodically and updated as appropriate. 

	Organization Response
	

	SC_PHS: Physical Security
	Physical security procedures are necessary to protect development assets, manufacturing processes, the plant floor, and the supply chain.

	Requirements
	· Risk-based procedures for physical security shall be established and documented. 
· Risk-based procedures for physical security shall be followed routinely. 

	Organization Response
	

	SC_ACC: Access Controls
	Proper access controls are established for the protection of product-relevant intellectual property against the introduction of tainted and counterfeit components where applicable in the supply chain.

	Requirements
	· Access controls shall be established and managed for product-relevant intellectual property, assets, and artifacts. Assets and artifacts include controlled elements related to the development/manufacturing of a provider’s product.
· Access controls established and managed for product-relevant intellectual property, assets, and artifacts shall be documented. 
· Access controls established and managed for product-relevant intellectual property, assets, and artifacts shall be followed routinely. 
· Access controls established and managed for product-relevant intellectual property, assets, and artifacts shall employ the use of access control auditing. 

	Organization Response
	

	SC_ESS: Employee and Supplier Security and Integrity
	Background checks are conducted for employees and contractors whose activities are directly related to sensitive product supply chain activities.
A Trusted Technology Provider has a set of applicable business conduct guidelines for their employee and supplier communities.

A Trusted Technology Provider obtains periodic confirmation that suppliers are conducting business in a manner consistent with principles embodied in industry conduct codes, such as the Electronic Industry Citizenship Coalition (EICC) Code of Conduct.

	Requirements
	Proof of identity shall be ascertained for all new employees and contractors engaged in the supply chain, except where prohibited by law. 

	Organization Response
	

	SC_BPS: Business Partner Security
	Business partners follow the recommended supply chain security best practice requirements specified by the O-TTPS.

Periodic confirmation is requested that business partners are following the supply chain security best practices requirements specified by the O-TTPS.

	Requirements
	Supply chain security best practices (e.g., O-TTPS) shall be recommended to relevant business partners. 

	Organization Response
	

	SC_STR: Supply Chain Security Training
	Personnel responsible for the security of supply chain aspects are properly trained.

	Requirements
	Training in supply chain security procedures shall be given to all appropriate personnel. 

	Organization Response
	

	SC_ISS: Information Systems Security
	Supply Chain information systems properly protect data through an appropriate set of security controls.

	Requirements
	Supply chain data shall be protected through an appropriate set of security controls. 

	Organization Response
	

	SC_TTC: Trusted Technology Components
	Supplied components are evaluated to assure that they meet component specification requirements.

Suppliers follow supply chain security best practices with regard to supplied components (e.g., O-TTPS).

	Requirements
	· The quality of supplied components shall be assessed against the component specification requirements. 
· Counterfeit components shall not knowingly be incorporated into products. 

	Organization Response
	

	SC_STH: Secure Transmission and Handling
	Secure transmission and handling of product assets during delivery is needed to lower the risk of product tampering while in transit to their destination.

	Requirements
	· Secure transmission and handling controls shall be established and documented. 
· Secure transmission and handling controls shall be designed to lower the risk of physical tampering with assets and artifacts that are physically transported. 
· Secure transmission and handling controls shall be designed to lower the risk of tampering with assets and artifacts that are electronically transmitted. 
· Secure transmission and handling controls shall be followed routinely. 

	Organization Response
	

	SC_OSH: Open Source Handling
	Open Source components are managed as defined by the best practices within the O-TTPS for Product Development/ Engineering methods and Secure Development/Engineering methods.

	Requirements
	· In the management of Open Source assets and artifacts, components sourced shall be identified as derived from well-understood component lineage. 
· In the management of Open Source assets and artifacts, components sourced shall be subject to well-defined acceptance procedures that include asset and artifact security and integrity before their use within a product. 
· For such sourced components, responsibilities for ongoing support and patching shall be clearly understood. 

	Organization Response
	

	SC_CTM: Counterfeit Mitigation
	Practices are deployed to manufacture, deliver, and service products that do not contain counterfeit components.

Practices are deployed to preclude the unauthorized use of scrap from the hardware manufacturing process.

	Requirements
	· Instances of counterfeit activity relating to products shall be reviewed and an appropriate response sent. 
· Techniques shall be utilized as applicable and appropriate to mitigate the risk of counterfeiting, such as security labeling and scrap management techniques. 

	Organization Response
	

	SC_MAL: Malware Detection
	Practices are employed that preclude as far as practical the inclusion of malware in components received from suppliers and components or products delivered to customers or integrators.

	Requirements
	· One or more up-to-date malware detection tools shall be deployed as part of the code acceptance and development processes. 
· Malware detection techniques shall be used before final packaging and delivery (e.g., scanning finished products and components for malware using one or more up-to-date malware detection tools). 

	Organization Response
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